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Many thanks to member of HL7 Mobile Healthcare subcommittee for providing 
the motivation.  If you are interested in joining in, see the wiki : 
http://wiki.hl7.org/index.php?title=Mobile_Health

http://wiki.hl7.org/index.php?title=Mobile_Health


http://www.reuters.com/article/us-cybersecurity-hospitals-idUSKCN0HJ21I20140924

*Ponemon Institute annual Cost of Data Breach Study: Global Analysis, sponsored 
by IBM.  See http://www.ponemon.org
**ibid, Sixth Annual Benchmark Study on Privacy & Security of Healthcare Data, May 
2016

http://www.reuters.com/article/us-cybersecurity-hospitals-idUSKCN0HJ21I20140924
http://www.prnewswire.com/news-releases/ponemon-institutes-2015-global-cost-of-data-breach-study-reveals-average-cost-of-data-breach-reaches-record-levels-300089057.html
http://www.ponemon.org/


https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
http://blogs.gartner.com/jack-santos/files/2016/01/2015-graph.jpg
http://blogs.gartner.com/jack-santos/files/2016/01/2015-graph.jpg
http://blogs.gartner.com/jack-santos/files/2016/01/2015-graph-type1.jpg
http://blogs.gartner.com/jack-santos/files/2016/01/2015-graph-type1.jpg




There is ample guidance in the public literature. Some sources follow:



Start Here

FTC/ONC/OCR/FDA  Compliance check list: 
https://www.ftc.gov/tips-advice/business-
center/guidance/mobile-health-apps-interactive-tool

Determine end-use of application
Evaluate which “compliance” guidelines are applicable

HIPAA Path Non HIPAA Path

Web Site Security APP Security

End Point Security

Application Layer

Service  Layer

Physical Layer

https://www.ftc.gov/tips-advice/business-center/guidance/mobile-health-apps-interactive-tool


Guide to Storage Encryption Technologies for End 
User Devices

Guidelines for the 
Selection and Use of Transport Layer Security (TLS) 
Implementations Guide to IPsec VPNs; or 800-113, Guide 
to SSL VPNs

Guidelines 
for Media Sanitization

http://csrc.nist.gov/
http://csrc.nist.gov/
http://csrc.nist.gov/
http://csrc.nist.gov/




Role Usage

Architect Understand guidance

Designer Decide on approach

Implementer Consider whether each approach introduces a vulnerability

Operations Review vulnerabilities and exploits such as found in OWASP and other 
sources

Then conduct your own Risk Assessment here:
www.HealthIT.gov/security-risk-assessment

http://www.healthit.gov/security-risk-assessment


*Informal survey. Your results may vary and ‘values’ change frequently.





By Michelle McNickle, reporting on ID Experts opinions in HealthCare IT News, Sept 30, 2011

Ask yourself: “ how can our customers use the features/tools/and visibilities in our 
products to satisfy their security requirements?”

http://www.healthcareitnews.com/author/michelle-mcnickle



